WSC Encryption Key

Create a strong encryption key

The encryption key is used to encrypt any data that end users place in the credentials form. The
only way to see credentials is to provide the key to decrypt the information. Even anyone with
access to your database cannot see any encrypted information. The only place the key is used is
inside the WHMCS administration area. It's stored in hashed format. When creating an encryption

key we advise you to use a website like Strong Random Password Generator

(passwordsgenerator.net). Your key needs to be at least 16 letters and numbers long. These can be
higher and lowercase but you cannot use special characters like @&*% ™.

Here are a few examples of some strong strings.

ztQ92uVGfDvazZkePj8CN3sxhMrgRBHbAqLAwUSTXc7K6ynWS4m
wu8yBgCc9GQ6HTAXC4ASFKNERe2 fUn5sW3JLazYr7dqbVpxZMvDK
UnXzNyBLh8pc2FJgjKfErZTkQeSRPa6GudmDgHxw4C5sWVt39Y
wSYmbTcCrDk2uUGqA4ptNfVndWK3MxzPs68veQHIXLYF5ZJhgj
CTBGFEArbxcYKqv7H869Sh5pWzknuzZJ jRXdUPf2wM4ge3DmytV


https://passwordsgenerator.net/
https://passwordsgenerator.net/

Password Length:

Include Numbers:

Include Lowercase Characters:
Include Uppercase Characters:
Begin With A Letter:

Include Symbols:

No Similar Characters:

No Duplicate Characters:

No Sequential Characters:

Auto Generate On The First Call:

Quantity:

Save My Preference:

Your New Passwords:

Key Security
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(e.g. 123456 )

( e.g. abcdefgh )

(e.g. ABCDEFGH )

( don't begin with a number or symbol )
O[1"#8%& ()" +.-./5<=>2@[1*_ {1}~ |

( don't use characters like i, I, 1, L, 0, 0, O, etc. )

( don't use the same character more than once )
( don't use sequential characters, e.g. abc, 789 )

( generate passwords automatically when you open this page )

5 v|

(0 ( save all the settings above in cookies )

Generate( V2 ) Generate( V1) Copy the 1st Line Copy ALL

ztQ92uVGEfDvaZzkePjB8CN3sxhMrgRBHbAGLAWUSTXc 7TKoynWS 4m
wuBvBgcO9GOOHTAXCASFENERe2 fUnSsWi3JLazYr TdgbVpxZMvDE

UnXzNyBLh8pcZ2FJgjKIErZTkQeSRPab6GudmDgHxw4CSsWVE39Y

wSYmbTcCrDkZ2uUGqgA4ptNEVNdWE3MxzPs68veQHY9XLyF5Z2Jhg]

s W N

CTBGFEArbxcYKqv7H869Sh5pWzknuZJjRXdUPf2wM4ge3DmytV (@) @

You must keep a copy of the encryption key you use. Without the key, any data in the database will
become inaccessible. We advise you to keep your key on a USB stick in a locked safe. Do not store

it on the server with WHMCS and we advise you don't store it in an email account or Cloud storage

account. If you do, store it in a password-protected zip file.

If you ever disable WSC you will need to enter the same encryption key again to access any
credentials attached to current open support tickets. All data collected is deleted when support

tickets are closed.
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